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7 Security
7.1 Security Overview

The prime reason for implementing a security strategy with your MacroView system is to prevent
unauthorised users from changing values in the process. In addition to the inherent security features
available through the operating system (UNIX or Windows NT), MacroView offers a further layer of
security tailored to the Process Control and SCADA industry. The requirements of such a security
system are often demanding and the MacroView system needs to be flexible enough to cater for these
reguirements.

This chapter concentrates on the MacroView security system, based on the configuration of Access
and Security codes, while making mention of the operating system security. Aspects of the security for
the UNIX and Windows NT operating system can be found in the wide range of texts available on
each system and your local MacroView distributor may be of assistance in recommending good
reference texts for you. It is recommended that people who are filling the role of System
Administrators for the MacroView system attend a training course on their particular operating
systems.

Operating System Security

Whether you are using the UNIX or Windows NT operating system, to be able to log into the system,
you must have auser 1D and you must know the password for this user ID.

Theuser ID is alogin name required by operating systems for identification purposes.

The system administrator is responsible for assigning you a user ID. Once you are ableto log in to the
system, the operating system will only allow you to perform legal operations. For example, it will not
alow you to alter someone dse'sfiles.

MacroView System Security

The MacroView security system is based on:
i Assigning access codes to users and consoles,
ii. Assigning security codes to process areas, entities and attributes and,

iii. Based on these codes, allowing or disallowing the user to make a changein the process.
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Thisis shown diagrammatically below:

Access Control Overview

Access Codes N
c ﬂ
o
User
Codes
60
(4
Consoles
99
Combined
Access Code 60
(L owest of above)

Security Codes ﬁ
Area security
for this
50 | console
. . v
20 | Entity Security
e
I_(F—
SO
20 | Attribute Security ‘
50 | Combined Security
(Hiahest of above)

—

In thiscase 60

Control allowed if combined access >=

50

Combined security

So control is allowed

The diagram on the next page indicates how you can set the security or access codes to tailor the
security system to your requirements.

As the diagram shows:

The access codeis like a key, assigned to users and consoles. The higher the access code,

the greater the ability to control the process.

Likewise, the security code is like a lock, assigned to process areas, entities and

attributes. The higher the security code the more difficult it is for users to make changes.

Note: If you assign the same area to multiple consoles or groups of consoles you can of
course assign different security codes to these areas for each of the consoles or groups of

consoles.
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7.2 MacroView User Access Codes

The User Access code is applied to any person logging on to the system using a valid User ID, as set
up by the System Administrator.

Once a user has logged in to the operating system, the user 1D uniquely identifies him or her.

MacroView uses the same user |ID as the basis of granting access.
All you haveto do is associate an access code with the user ID.

To prevent someone making any changes to the MacroView entities at all, assign an
access code of zero to that user 1D and make sure all entities have a security code of at
least 1.

The higher the access code, the more control options the user will have.

Assigning an access code from the main configurator menu is done through the
Security:Users: Detail option.

Because MacroView uses the operating system user ID as a basis for differentiating
users, it is most important that your corporation exercises discipline in keeping the
passwords secure.

It is also advisable to keep important passwords documented in a safe place. Periodic
changes to the passwords are a good idea but procedures to control this should be
documented.

The entries you make for the User Access Codes are stored in the user s. dbf database
in your configuration directory. This entry together with the Console Access Code go
together to make up the Combined Access code.

UM-ENG-3.1.0
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7.3

MacroView Console Access Codes

Like users, consoles are also assigned access codes. This is carried out through the
Security: Consoles: Detail option of the Main Configurator menu and the data entry requirements will
differ slightly between a UNIX and Windows NT system. In both cases there is a requirement for
certain minimum data when setting the Console Access Code, you need to:

i Give each console or group of consoles a name and tell the system how to identify the consoles.
ii.  Specify the consoletype.
iii.  Assign the Console Access Code to the console.

This means that you can restrict the control and level of control to certain physical locations around
thesite.

For example, we may insist that no control is performed from the administration building or from
users home computers.

To dothis, al you do is give these machines access codes of zero.

NOTE: The following descriptions are an overview of the requirements for setting up the Consoles
data base (consol es. dbf ), however, the details for configuring the consol es. dbf are covered in
the configuration section of this Chapter.

Naming and Identifying the Consoles

To uniquely identify a console or group of consoles in the system, the Security: Consoles: Detail
option, of each the Engineering Configurator, is used to add a separate record to the consol es. dbf .
Theuniquesyst em i d of each machineis specified for each record.

System ID

The unique operating system name associated with the hardware (usualy the host name) eg.
“goldroom” or “engterml”.

For UNIX Systems

With UNIX systems there is an additional requirement to specify the port information in the consoles
configuration

Port

The Port name (or pseudo port name in the case of a LAN) by which the console is to connect to the
MacroView server. (In UNIX terminology, it is the device name associated with the connection).

Using the Wildcard Symbol?

The wildcard or Don't Care symbol can be used in both the System ID and Port fields in the Consoles
configuration (the NT system does not require a port number entry). This can be most useful in the
following situations:

The System ID uniquely defines the console, eg. in X terminals. In this case there is no need to

UM-ENG-3.1.0 7-7
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If you want to assign the same access codes and areas to a group of terminals and want to give this
group the same console name. For example, if thereis a group of PC terminals with net names pc01 to
pc50, you would assign a single Console name to all of these by:

System Id: pc??

Port: 7?7777

Once you have determined the System ID and Port (use the t est t er mutility), you can
assign a name to the console or group of consoles. Choose a meaningful and easy to
remember name. Y ou can use up to 16 characters.

Hint: For groups of consoles that have the same "weight" e.g. engineering consoles but for different
areas to control, use a two part name. E.g. eng_new.

Specify the Type of Console

The TYPE of consoletels MacroView where the primary program is running.

UNIX Systems

In a UNIX system we utilise the X-Client software, which supports X applications, when displaying
MacroView displays. Put very simply, this means that the UNIX server actually runs al the
MacroView processes and sends the displays to an X Client. This X Client could be on the server
itsdf, for a remote dedicated X-terminal or for a remote Windows machine, which is running X-
terminal emulation software. In each case the console type is defined as UNI X.

Windows NT

In a Windows NT system, MacroView uses a Client/Server structure, which differs from that of the
UNIX system, in that the MacroView Client program is carrying out the processing for the displays.
The Orbix program is used to transfer data between the Client and Server using Common Object
Request Broker Architecture (CORBA). Put simply, let uslook at a situation where there is a process
value (Entity/Attribute), which reaches a point where you want to cause a colour change to an object
in a graphic display. On a UNIX system, this would all be evaluated in the graphic file of the UNIX
server and the X Client would only be required to display the result, regardiess of where the X Client
is running. With Windows NT, the Orbix program passes the value from the Server to the Client and
the Client then evaluates it. As the Client has a copy of all the display files, when the appropriate
display is called, it will usethis new value to apply the colour change where required.

When specifying the console type in a Windows NT system, enter CORBA.

Assign the Console Access Code

Once you have identified and named the console, assign the console Access Code - a
(number between 0 and 99 inclusive) to the console or group of consoles.

This access code will limit the type of control action that can be performed by that
physical or logical console.

Typically you use this access code to prevent users trying to control the process when
they arein an area where the process is not visible. For example, you would not want an
off-duty operator to control the process from his home computer.

Advanced Note: Even though we talk about a physical console, strictly speaking as far
as MacroView is concerned, the "console' is actually a program associated with the
console. This enables us to talk about a program like exproc or a user defined program,
running in background, as having a "consol€', user name, access code, etc. This

UM-ENG-3.1.0 7-8
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effectively means that if you have any programs, which require changing the value of an
Entity/Attribute value, then there should be an entry in the consol es. dbf to cater for
this, asit will require access as for as MacroView is concerned.

Identifying the Console with the testterm Utility

To find out the Console name, system ID and port name of the system you are running, we
recommend you usethet est t er mutility. Thisis a MacroView utility, which smply displays useful
information such as the System ID and Port name associated with the program you are running. The
use of this utility differs with UNIX and Windows NT systems, however, the results are much the
same. The t estt er mutility is described in more detail in section *** of this chapter and the points
below show how to implement this utility in each operating system.

UNIX System

To get this information, just type:

testterm-d

at the UNIX prompt or insert alinein the start up script you are testing as follows:

testterm-d > /dev/consol e

This sends the output to the device/ dev/ consol e.

The Windows NT system

The name of this utility for NT is testterm3 and is launched by sdlecting the Windows NT St art
Menu =» Prograns = MacroView = Cient = Test Termnal.

Thefirst two lines of the testterm printout will give the System ID and Port that you need to enter into
thefidds in the Console Configuration.

For more information ont est t er m seethe section in this Chapter "Using thet est t er mUtility".

Consoles database

The Console Name, System ID, Port etc. entries go in the consol es. dbf database in your
configuration directory.

Information about the silence and acknowledge keys and alarm buzzers is also kept in this database.
Thisis covered in the Alarms chapter.

Note: that the Console Name entered in this database is also used in the ar eas. dbf database to
define which areas are assigned to this console.

Note: When determining which Console Name to apply, the system will use the first record in the
database that matches the System ID and Port name, if used. If you are using wild cards, but have a
special case, use dBase to ensure the record containing the special case occurs before the generic case.

eg.

Name System id Port Access The Console "Dave" occurs
Ddve pcL3 77777 20 »| before the Admin group of
Admin pc?? 7 10 rnnenlec en ic recnnini 7zed firet

UM-ENG-3.1.0 7-9
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The diagram on the next page shows how these values may be set for atypical site.

UM-ENG-3.1.0 7-10



Rev. 3

Security

SECURITY

7-11

0o 0 0)% 66 /o] SS90V
XINN XINN XINN XINN adA L
*Q \QH ) \QH ............ 104
Jmod 10 oy ;mod Bus mod 10 p| WeisAs
Zvod 1o 901JJ0 pesy TMmod Bue JBMmod sl N a|osuo)
zmod Bus coy mod Bus Tmod 1o
Jamod
BUBYP wiepouwl ‘98 Wo.} ©.8Y Uod! Ue wo.y
\X} BIA [eulW.R) 910U X BIA [eUILWLLIB) 810WBJ X polkers welboud eaeS peliess weJboid eres
Z
/U\ " JBYJoue 0] uoljeluswe|dwl XIun auo WoJjSalleAaweu 110d «
Q
(@
m 0 0 0 o 09 pIS| SSB0Y
< XINN XINN XINN XINN XINN adA
L1 199907 9977, 1922723 1922773 12725 1od
) e e el Toseds Toseds Pl WesAS
mv ulpe ulpe ae| urew 20.Jdxe ToJeds sl a|osuo)
—
]
(D)
0p]
Q
(@) ul punoJoyaeq
mv 38 Uoo|I Ue 2oy Uoo| Ue u! bu i Wwepow
(@) woJj _B:Sm woJj _B:Sm weJBo.d
@) weBoud weBoud NNS o0Jdx3
BARS BARS ul Buuuni BABS
wre.bo.d
M soppdo NNS ul Buluuni sdox

UM-ENG-3.1.0



Rev. 3

7.5 Console Settings Example (Windows NT)

Security

0% 66 Pre| S0y
vd4d00 vd4d00 adA 1
}od

¢mod Bue émod 1o Pl wesAs
TMmod Bus Jomod sl a|osuo)

7-12

'9.,8Y W04 ‘9.8 UOJI Ue Wo.}

peless weJboid Wwe1D pelress weJboid Wwe1D
0 0 0 ov 09 p/o| SS900Y
vg400 vga4d02 vdd00 vdd00 v4g4d00 adA
lod
e éce ae| _ Tnks TARS p| WeisAs
QuUIWPY TUIwpY wiel qe’] urew o0.dxe T#NBS LN SWEeN 3|0suoD

Ul puno.ixoeq
38 Uoo| Ue 38 Uoo| Ue u! bu wun. Wwepow
woJj Uwrﬁm wiouy Uwrﬁm weJbo.d
weBoid weBoid o0.dxg
WWID WWID akly opy
Buuun.
NNV av eI Buiuuns BABS/ABID

UM-ENG-3.1.0



Security Rev. 3
7.6 Advanced Note on ICONS for X terminals (UNIX)
With a UNIX system, when you start an operations program from an X terminal or a computer
running an X terminal emulator, you are really starting a remote shdl which starts up the operation
program. For example:
PC SERVER
1. Doubleclick the OPS icon. pcl:0 is the name of the DISPLAY
—> . .
2. PC runs command environment variable
rsh /u/ macr o/ pcxops3 pcl: 0
3. Remote shell starts up script pcxops Thedisplay variableis set to the first
Ii\% CRODI R/ U/ } . argument of the command - in this
=/ u/ macr o/ config :
export MACRODI R case pcl:0
DI SPLAY=$1
export DI SPLAY
4. xops3is started. - /u/ macr o/ bi n/ xops3
5. X terminal server. geonetry 560x480+420+10
»  XO0ps3
These two programs communicate with each other through the network.
xops3 treatsits DISPLAY as pcl.0
The System ID is pcl.
The Port is whatever UNIX assigns it to at the time, hence use wildcardsin the
Consoles configuration i.e.??727?7?
Theuser ID is the network name (password protected).
Note: For extra security you should add your own checks to the start up scripts and
then make them non-writable to anyone but the super-user.
UM-ENG-3.1.0 7-13
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7.7 MacroView Area Security Codes

Once you have assigned Console names to the consoles, you can now assign Areas to each of these
consoles.

This enables you to restrict which part of the process can be controlled from a given console.
Typically each control roomis responsible for controlling one or more areas of the process.

You might also include a LAB area to be assigned to a laboratory console, a MODEL area to be
assigned to a training console, etc.

The diagram below shows a simple layout:

Areas and Security

Process Areas

Operators may view information in
any area. AREA: POWER AREA: FAULT |
Operators may only control entities
that arein areas associated with
their console. AREA: HEAT
Operators may only acknowledge
alarms from entities in areas f
associated with their console.

Each console can have multiple ‘
areas associated to it.

One or more consoles can control Alarms &
each area. Controal
v
Alarms & Alarms &
Control Control
< <—/
Areas Areas
assigned: assigned:
POWER FAULT

HEAT

To enable control of a given area, you must:
i First assign the entities to an area.

ii.  Assigntheareasto consoles.

UM-ENG-3.1.0 7-14
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Assigning the Entities to Areas

Thisyou do as part of the configuration of the entity. (See the Entities Chapter.) Generally, you would
configure all entities within a physical area to have the same area name. These entities could be
coming from different sources but still have the same area hame e.g. a PLC and DCS system may
both have entities with the same area name.

You can also associate entities outside a physical area to this area name. For example, if an operator
is required to contral the level of a tank within his physical area but the pumps that fill the tank are
remote, you can still give these pump entities the same area name for the operator.

There is no limit practical to the number of areas. You can, for example, assign an area for
maintenance if you want maintenance personnel to control certain entities. You should however try to
keep the system simplei.e. kegp the number of areas manageable.

Assigning the Areas to Consoles

Once you have named your console (and your entities that are associated with areas), you can how
associate the areas to the consoles.

When you add an area to the console, you need to:
i Assign a security number for this area from this console,
ii.  Assign alarm-handling information. Thisis discussed in the Chapter on Alarms.

Typically, you can set the security number for the areas directly associated with that console to a high
number, e.g. 99 and you can use the User Access Code or Entity security code to limit the amount of
contral.

Alternatively, you could allow a certain amount of control of a remote area but have full control for
thelocal area.

If you don't want any control of an area, then make the access 99 for that area and console.

Area Database

The database you are working with is called ar eas. dbf and it is located in your configuration
directory. The fidds we have been working with include:

Console: The name of the console as defined in the console section.
Arex The area associated with this console.
Security: The security number associated with this area for this console.

Note: There is a record in the database associated with every console/area combination. |.e. if a
certain console has five areas, then there will be five records associated with this console.

The Area Security Code is used (along with the Entity and Attribute) by the system as one of the
security codes that make up the Combined Security Code.

If the Combined Security Code is less than the Combined Access Code, then control is permitted.
Y ou can assign a security code to any entity in the system.

This enables you to "grade” entities.

UM-ENG-3.1.0 7-15

ALIHINOES



Security Rev. 3

For example, you might want to prevent operators from modifying certain specific entities
in the system. In this case, you simply set the Entity Security code to a value higher than
the Operator Access Code.

You configure the Entity Security Code when you configure the entities (see the Entities
Chapter in this manual).

The Entity Security Codeis stored as one of thefiddsintheenti ti es. dbf fileinyour
configuration directory.

UM-ENG-3.1.0 7-16
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7.8

Attribute Security Codes

When you give an entity a type name, e.g. the entity L109 is a PID type, you are actually defining the
structure of that entity.

From that point on, L109 will have a defined number of attributes each specifically defined by the
type.

Each one of these attributes has a security code associated with it, which is used in the determination
of the combined security code.

The Types Chapter in this manual describes how you can set up your own types and assign security
codes to each attribute.

A typical scenario would involve:

i Setting input values such as the PV to very high security levels (e.g. 99) because no one should
attempt to change these anyway.

ii. Setting alarm levels so only engineers can change them.

iii. Setting other values like setpoints and loop statuses so that operators can change them but
managers can not.

Note: A single type definition applies to multiple entities.

This means you cannot have a different security code for an SV on two different entities that have the
sametype.
If you need to distinguish between the two, you should either:
Use the entity security as an override or
Design a new type that is essentially a copy of the first type but with different attribute
Security settings.

Note: The attribute security code is held in the t ypeattr. dbf database in your configuration
database. Thereis onerecord for every attribute for every type.
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7.9

Security Strategies

With the structure of the MacroView security system, it is possible to satisfy most users
reguirements.

Clearly the strategy you choose will be specific to your requirements and will usually be different
from others.

This section describes two possible strategies:
i A simple approach.

ii. A graded approach purédy to give examples of how the access and security codes could
be used.

Simple Approach

The diagram below shows the settings for a simple but effective security system.

Control Room “ong’ Engineers 3} y
Console S P Console rrcjacro
“ctrl” “enal”
“Ops’ “macro”
Access Access
20 fole)
Combined Access 20 Combined Access 0
“metal”
U
“metal”
Lab Console Access Supervisor Access
“lah1” 0 Console 50
“etrl1”
Combined Access 0 Combined Access 0
|
PROCESS
Area Entity Attribute
Security 0 Security 15 Security 15

The simple strategy above effectively means that the “ops’ user in the Control Room is the only one
who can make process changes, unless the other users go to the Control Room console and login there.
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Graded Approach

The diagram below shows a graded approach to the security strategy:

Control Room

Console “Spg’
“ctrl”
113 ops1
Access
20

Combined Access 10

“metal”
U
“metal”
Lab Console Access
“lab1” 10

Engineers

Console rrcjacro
113 mqlﬂ
a
“macro”
Access
ole}

Combined Access 99

Supervisor Access
Console 50
“ctrll”

Combined Access 50

PROCESS

Area (POWER) Entity (FA109) Attribute (SV)  Security 15
Security 0 Security 15 Attribute (PHH) Security 49

It can be seen that by setting Security codes for consoles and users we can not only control who has

authority to make changes, but also the location from where the changes are made.

In the example above, if the alarm or set point attribute, PHH or SV, for entity FA109, requires
changing, the “supvsr” and “ macro” users can both make this change from either their own consoles
or by logging on to the Control console and making the change. In this case the plant philosophy
would probably dictate that the changes to the SV attribute should only be made by the “ops” user and

the system would not allow the“ ops’ user to change the alarm attribute value.

Note: It is a good idea to work with a structure like this on paper through several scenarios before

implementing it on site.
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7.10 How MacroView checks the Security

The table below shows the processes carried out by the system when a user tries to make a change to
an entity. The value used is only for this example and the following steps are carried out before a

writeis allowed.

Table 1: Security Check Flow Chart

. With
St Calculate | Using data From Result
P g Database
1 Operator User ID Operating system users.dbf Operator Access = 20
Access Code X
2 Console System ID Operating system | consoles.dbf | Console Name = |
Name “ctrl” :
Port (UNIX only) (==n)
3 Console Console Name Step 2 consoles.dbf | Console Access = 99 |
Access .
==m
4 Access Code | Operator Access | Step 1 - Access Code = 20 =
Console Access | Step 3 (Smaller of operator
and consol€)
5 AreaName | Entity Name entities.dbf entities.dbf | Area Name = POWER M
6 Area AreaNameand | Step5 areas.dbf Area Security =0
Security for | Console Name
this Area Step 2
7 Entity Entity Name entities.dbf entities.dbf | Entity Security = 15 T
Security v@y
=
8 Attribute Entity Type entities.dbf typeattr.dbf | Attribute Security = U |
Security 49
9 Security Area Security Step 6 - Security = 49 ﬂ
Code
Entity Security Step 7 (Gresater of area, entity g
) and attribute)
Attribute Step 8
Security
10 Access Access Code Step 4 - Access Granted = N
Granted ) True
Security Code Step 9
Access> = Security

If you have problems getting a write request granted, you can use the table on the previous page to
check the various settings.
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7.11 The testterm Diagnostic Program
Thetestterm(for UNIX) and t estt er n8 (for Windows NT) diagnostic program can be used to
tell you access leve information at any point in time.

Thisis useful to know for example, when you are trying to find out what access level the system has
granted you or a program you are running.

Display result for testterm program for UNIX System

Actual System ID:
Actual Port:

User
User Access Levd:

System ID:
Console Name:
Port:

Console Type:
Console Access Leve:

vicptc

ttyO—————

macro

991\

vicptc
Power
tty”

UNIX

99\

Thisistheactual System ID and Port
assigned to you or your program by the
UNIX system. In X based systems, the
System ID isthe DISPLAY environment
variable or the host name and the Port is the
device associated with the program.

Thisisyour user id and the User Access
Code assigned to you or your program.

This is the console name that the system has
assigned to you or your program. It has
been sdected using the System ID and Port
you entered in the Console Configuration.

These are the System ID and Port fields you
configured that resulted in the positive
match of the Console Name.

Thisis the Console Type and Access Leve
that the system has assigned you or your

nrnnir am

Display results for testterm3 in Windows NT System

Macro¥iew Test Terminal

I Werzian I

—User

Mame :

Access Level

macro

93

— Conzole

Mame :

Type :

Access Level:

Temm 4 TRMNGA
39
CORBA

— Semver

Access Level:

33

Cancel |

Spply |
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7.12 Using the testterm and testterm3 Program

Thet estt er mutility is available for use with both the UNIX and Windows NT systems, the running
of this program being dlightly different in each case.

Using testterm for UNIX Systems

To find out your current access settings once you have logged in and have a UNIX prompt, just type
testterm —d.

testterm-d o&——

This tdls t estt erm to display its findings. A printout
will occur on your screen (Noteif you use the -v argument,
t est t er mwill provide you with an argument list.)

From within a program:

If you are running a program such as exproc that needs to set values, you may need to find out what
access code the system is assigning that program.

To do this, you may need to run the testterm utility from within a script.

This is done by inserting a line that starts the testterm program and sends the testterm output to a
console.

The example shows the pcxops3 program which starts the operation program from a remote X
terminal.

pcXops

Thetestterm

nronram

MACRODI R=/ u/ macr of conf | g

command sends egpg,rwk I\/ACR(RDI R

o c

its' output to The D SPLAYCRODI:$1

System console at export DI SPLAY

this point in the > testterm-d > / dev/consol e

/ u/ macr o/ bi n/ xops3

-geonetry

360x480+0+0 8

Note: because t est t er muses the consol es. dbf and users. dbf databases, it needs to have the
MACRODIR environment variable set.

This is usually done in the .I ogi n file. If not, you can set it using the following commands at the
prompt.
MACRCODI R=/ u/ macr o/ confi g

export MACRODI R
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Using testterm3 for Windows NT Systems

Thet estt er nB utility for Windows NT is launched from the Start menu by sdlecting:

Start Menu

= Prograns = MacroView = dient

Thiswill bring the dialogue box shown beow:

Macooion Ted Teiminal =]
Logn i.ﬂw; '-'!lsi:nl

-t acciar Lopin
Lea macio
Haosl TARGAH
i acia b Gerves
Seiual lings
Application : IWM .i

[:amll Aock

= Test Term nal .

From the Login tab you enter the Server system ID you are testing and the Application you are trying
to check your access to. In this example the Server system ID is “t rng4” and the Application is

“MacroView”.

Sdecting the Access tab will display the test results as shown below:

Macro¥iew Test Terminal
Lagin I Yersion I
—User -
......
Mame : macro
Access Level 93
— Conzole om0
Mame : Temm 4 TRMNGA
Access Level: 93
Type : CORBA
— Semver
Access Level: 93
Cancel | Sl |
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Security Configuration Screens

Thefollowing displays are used for User, Console and Area configuration.

User Configuration
Add users to the system and assign them access codes.

| |

= =
CLOSE

User: Access Level: ET
ol i
[ [prank 50

Macre 99

mitrab 1

rook 99

jakee 99

support 99
B v
= A =

| 1

Console Configuration

Add consoles to the system. |dentify the consoles by
their various characteristics. Assign the consoles access
numbers and alarm buzzers.

) )
= T T

Console Name: fraws | System Buzzer: E——
Console Type: . Emergency Buzzer: e
Port: e | AamBumer EE—
System ID: feemss | Waming Buzzer: L —

Silence: F ‘‘‘‘‘‘ Message Buzzer: F
i g

Ackn

Area Configuration
Add Areas (and the associated priority) to the consoles.
A console may have multiple areas associated with it.

} ;
= |-

Console Hame: F “““““ A Silence: I:swllm:z ]
; frestoe

frea; |f Acknowledge: oo
1S | T |[FILENCE ICKH

Security: Users: Detail

This brings up the oo gt
User Detail screen. R e

Click on the User to be modified:
The User detail will appear in the
top window.

Alternatively, you may add a blank
record using
Security: User:Detail: Add Blank

and odit tha nar rorard

Security: Consoles: Detail

This brings up the oo gt
Consoles Detall R e

screen.

Click on the Consoles to be
modified: The Consoles detail will
appear in the top window.

Alternatively, you may add a blank
record using
Security: Consoles: Detail: Add

RIanls anAd odit tha nas rorard

Security: Areas: Detail

This brings up the oo gt
Aress Detail screen. | X e

Click on the Areas to be modified:
The Areas detail will appear in the
top window.

Alternatively, you may add a blank
record using
Security: Areas: Detail: Add Blank

and odit tha nar rorard
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Configuring Users (Name, Access)
Specify the amount of process control a user (as determined in the Operating System system), is
allowed.
Name

WA Pz

Erbmpd,

‘(\pw A Wo%

\anz

Enter the Operating System login name of the users.

oper for operators

root for the super-user

mjones for Michad Jones

The system administrator provides users with auser ID. Thisis thelogin name
that identifies every user to the Operating System. Generally, a user must have
a password that prevents other users from using his or her Operating System
account facilities.

It isagood ideato have a strict policy towards the issuing and maintaining of
passwords for users. Note: see the section on User Access Codes on page 1-6
in this chapter.

Note: Background programs also "inherit" user names. Y ou should cater for
these background programs to also have access codes through their own user
names.

1 Security:Users:Detail = BE
This bringS up the 1o 42 CLOSE
User Detail screen. o e User: Access Level: fso

M #

2 Click on the User to be modified: Hﬁ:::] ::

The User detail will appear in the milrab 1
top window. root [T
jakee 99

3 Alternatively, you may add a blank support 99
record using o ¥
Security:User:Detail: Add Blank NE - B
and odit tha nasr rorArd " |

Access

WA Pz

Erbmpd,

‘(\pw A Wo%

\rny

Assign a User Access Codeto each user or group of users. (0 means the lowest
level of control, 99 means no restrictions based on that user.)

The example shows a possible grading strategy for users on a small site. An
alternative approach is to give each user their own login names and assign an
Access Code to each individual.

The Combined Access Codeis the smallest of the User Access Code (entered
here) and the Console Access Code. If the Combined Access Codeis larger
than or equal to the Combined Security Code, the write request is granted.
Theintegrity of your security system is determined largely by the password

nnlirvy of \iniir cornaratinn
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Configuring Consoles (Console Name)

This page describes how you name consoles or groups of consoles.

Console Name

WP

Erémsd,

‘(\pw A Wo%

\anz

Enter the name of the console or the name of a group of consoles.

controlA, cr_power, admin, eng_power, eng_precip

When a user makes a write request, the system will:

Identify this console name through the System ID and Port

Verify the console access code.

Use the console name to verify which areas have been assigned to this console.

Choose a name that will rdate to:

The access code you are going to assign to this console e.g. eng,

admin.

and/or

The areas you are going to assign to the name.

Where necessary, incorporate both of the above (e.g. eng_power is

an engineering console for the power area).
Use the wild cards in the System ID and Port to group a series of consolesto a
single console name. E.g. If there are 10 admin PCs with System IDs pc01 to
pcl0, you could create one console with system ID pc??.
Note: For more details read the section on Console Access Codes on page 1-8
of this chapter.

| |
1 Security:Consoles:Detail = | |J||
This brings up the o 1o g,
COﬂSOl €s Daall Console Hame: F*‘WL System Buzzer: I:—
xrw‘\ Console Type: F‘E"M— Emergency Buzzer: F!ME""—
) Port: e | Mamm Buzzen T
2 Click on the Consoles to be System 1D: Fle | Waming Burzer: C—
modified: The Consoles detail will Silence: fruonce Message Buzzer: f
- - . ICKK - 3
appear in the top window. ihnsiind il -
3 Alternatively, you may add a blank - s —— i
record using
Security: Consoles: Detail: Add
RIanlsr anAd odit tha narr rorArd
Ei e = |
—Ii[ 1 1 ﬂ |
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Configuring Consoles (Port, System ID)
Once you have named a console, you must tell the system how to identify the console. This is done by
specifying the Port and Console System ID.
Port Note: Windows NT systems do not requirethe Port Entry

WA Pz

Erbmpd,

\anz

\\Dw 1 w-o%

Enter the port name (or pseudo port name for LAN based systems). For direct
connections, this is the actual port address.

HP-UX), ttyla (SCO UNIX).

For RS232 modem connect ttya (SUN), ttyd0 (DEC, HP-UX), tty1A (SCO
UNIX).

Usethet estt ermor t estt er n8 utility to identify your port. See the section
on "Naming and Identifying the Console" under "Console Access Codes' in
this Chapter. The Port nameis used by the system together with the System ID
to identify the console name.

Thisisin turn used to verify the areas associated with the console and the
access leved of the console.

record using

This brings up the
Consoles Detail screg

2 Click on the Consoles to be
modified: The Consoles detail will

3 Alternatively, you may add a blank

Security: Consoles: Detail: Add

RIanls anAd adit tha nas rorard

| |
1 Security:Consoles: Detalil = |‘|J||
Qo 1o g, i
Console Hame: icengis System Buzzer: F—
Console Type: F““M— Emetgency Buzzer: F‘Mﬂ“’—
Port: H Alarm Buzzer: F—
System ID: fricenss | Waming Buzzer: forarse
Silence: F““"“— Message Buzzer: I:—
A . Acknowledge: F‘“""— Access: F
appear in the top window. R = = e
T [vicenss [FeRm it Viceny® |
g = e = e
=] e
T Bl
I I

System ID

WA Pz

Erémsd,

\\Dw 1 w-o%

\anz

Enter the System ID of the console. In X based systems, thisis the DISPLAY
variable, or if the DISPLAY variableis not set, the host name of the computer.
Note: seethe section on Naming and identifying consoles under Console Access
Codes for other Systems.

main, pcll, pc??, lab?

The System ID is the unique name associated with that hardware. To find the
System ID we usethet est t er mutility. (Seethe section ont est t er min this
chapter.) The System ID is used by the system with the Port entry to identify the
console hame and hence the areas associated with the console.

Use the wildcard symbal (?) to identify a group of consoles to be given the same
console name. E.a. ncO1 to pcl0 could use the Svstem ID pc??
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Configuring Consoles (Type and Access)

This page describes the Type fied for the console configuration and also what you need to consider
when choosing the Access Code for a console or group of consoles.

Type

\}\WW% Enter the type of console. Thistells the system where the primary program will
berunning. Thetypeis either UNIX or CORBA.

W For UNIX systems, whether the Consoleis a UNIX server or X-Client, i.e. X-
terminal or X-terminal emulator, the entry is UNI X.
For Windows NT svstems the entrv is CORBA.

1 Security:Consoles: Detall

This brings up the o 1o 4e2
Consoles Detail scregy| R %’f

2 Click on the Consoles to be
modified: The Consoles detail will
appear in the top window.

3 Alternatively, you may add a blank
record using
Security: Consoles: Detail: Add

RIanls anAd odit tha nas rorard

Access

\}\WW% Enter the access code to be assigned to this console or group of consoles.
Enter a number between O (lowest control level) to 99 (No contral restrictions).

W Control Room 99
Engineers Room 60

Remote Location 0

H ’:”“‘Z Choose an access code that relates to the physical location of the Console or group
of consoles. For example, you may not want engineers to be able to control from

their home based computers.

Note: read through the sections on Security Strategies on page 1-17 in this chapter.
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Configuring Areas (Area, Security)

Once you have named and identified the consoles, or console groups to the system, you may assign
areas to each console and associate a security number to each area for this configuration.

Area

\}\MW% Enter the area names you want associated with this console or group of
consoles. You may associate multiple areas to the consoles.

W POWER, FILTER, HT_XCKG

\(\Dw v 2 Wo,,’éz Operators may only control entities that are in areas associated with this
console. The area names are the same names you have assigned to the entities
in the entities configuration.

H ’:4“2 See "Security Strategies' on page 1-17 in this Chapter for ideas on how to set
up the aress. If you do not assign an area to a console, then the user may till

control entities that have not been assigned an area provided the other security

controls are satisfied.

1 Security:Consoles:Detail TR e gy
This brings up the 1o 42 e T
Consoles Detail screef X Here conaa

2 Click on the Consoles to be
modified: The Consoles detail will

i

:

¥
B

appear in the top window. T yaaee
T e icoRph
3 Alternatively, you may add a blank s i
record using o 1 TS e
Security: Consoles: Detail: Add e ey

RIanls anAd adit tha nas rorard

Security

\}\MW% Enter a security code for each area assigned to the console (0O means lowest or no
security, 99 means maximum security).

W POWER 20
UTILITIES 50

HTXCHG 95

\(\ oW A Wo,,’éz The combined security code is the largest of this security code, the entity security
code and the attribute security code. If the combined access codeis larger than (or

equal to) the combined security code, contral is allowed.

Note: Please read the section "Security Strategies' on page 7-17 in this Chapter.
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7.13 Configurator Security

Specify which users have read and write access to the configurator databases.

Name

\}\MW% Enter the Operating System login name of the users. These are the login names of
users that will be allowed to modify the configurator database files.

W macro  for engineers

r oot for the super-user
mjones for Michag Jones

\(\Dw v 2 w"% The system administrator provides users with auser ID. Thisis thelogin name that
identifies every user to the Operating System. Generally, a user must have a
password that prevents other users from using his or her Operating System

facilities.
‘ ‘r\‘:""i’ It is a good idea to have a strict policy towards the issuing and maintaining of
| |
= -]
| nooBiakk l ADD LIKE l DELETE _
[root \ 4
I 7 ] 3
[ [froot W W W W W
macha ur uf uf ur u
jakee w W W ) w W
mitrah w W W w W
gaing w W W w w
ryann w w ur w
4 ¥
1B |
1 Security:Configurator
This brings up the w’“’ﬁl@f Read Write Access
Configurator Detail i _
Screen. \}\MW% Enter aw for read and write
. . access, anr for read-only
2 Click onthe User to be modified: BCCESS.
The User Name will appear in the
top window. '\W 1o AL, 2 The intggrity of your security
3 Alternatively, you may add a blank systemis determined largely
record using the ADD and DELETE by the password policy of
buttons. vour cornoration.
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7.14 Checking out Security

To check the security system, you should perform the following procedures:

Choose an entity from each area. |.e. sdect one where a small change will have no
orOCess repercussions.

From each console;
Attempt a change to the entity.
Verify the security allows or disallows the change as appropriate.
Try the same change as a different user.

If you find the security system will not allow you to make a change, find out why by
using your printouts and work through the section "How MacroView checks the
Security" on page 7-20. If necessary, use testterm to verify the console characteristics.
See "Using the testterm and testterm3 Program" on page 7-22.
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7.15 Documentation

The table shows what documents you may wish to consult to get more information on the various

aspects of security.

Table 2: Documentation Summary

Subject Document Document Number Other Referencein
this Manual
Setting Values Navigator User Manual | U-NAV
Assigning Buzzers to This document P-ENG Alarms Chapter
Consoles
Consoles Technical consoles(F) consoles(F)
Information
Areas Technical areas(F) areas(F)
Information
Users Technical users(F) users(F)
Information
SETAREA setarea(C) setarea(C)
TESTTERM testterm(C) testterm(C)
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